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The Information Environment

 Consists of publically available information
« Mainstream media
« Social media
« Specialist reporting e.g. Janes

* NATO's Strategic Communications™® operate in this environment
« Commanders are influenced by the IE
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IEA, big data and Al

* The information environment is “big data”
« Assessing it requires complex analysis

* Al / ML can help us understand if/how It is being influenced
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IEA Development

* To reach IOC in Jun 20109:
* LoE 1 — NIAG 225 Study “Big Data in support of IEA”
* LoE 2 — OPEX Experimentation including TRJE18
* LoE 3 — Improve existing AOSS
* LoE 4 — Requirements Definition

» For delivery at IOC (Requirements Set, Proof of Concept, Improved EXxisting
Technology, Proof of Technology, Roadmap to FOC)

 To reach FOC in 2022:

e Consider recommendations at IOC.
« Develop wider DOTMLPFI aspects.
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Timeline IEA Development
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LoE1l: NIAG Study Group 225

 Follows on from SG 208: “Adopting big data in NATO”
* Narrows the focus to a specific use case

* Bringing industry experience, tools and concepts
 Proof of Technology demonstration in June

« Demonstration system by Nov 2018
 Public cloud hosting
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LoE3: ACO Open Source System (AOSS)

e Current
 AOSS is the current tool for OSINT
e Collects information from the internet
 Presents info on NS
- Some analytics capability Clustering  ~ %+t
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LOE3: AOSS enhancement
KNIME workflows for entity extraction

Stemming

Three options
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LOE3: AOSS enhancement

Bag of words for Persons and Locations entities

Erdogan
Mikser Zimmermann Deborah Haynes
Perincek Bogdan Aurescu Jens Stoltenberg Pavel Barack Obama
Scaparrolt Breedlove Nuland Stoltenberg Davidson Obama

Yanukovych Clinton Putin Talbott Wiliamson
Zakir Hasanov Egil Pedersen T ru I I I er Trump Jonathan Beale

Angela Merkel Karoblis Donald Trump Merkel Graham

Deripaska Kimmage Erhan Uzun
MARCOM

Montenegro
Romanialsrael Brussels
PakistanCanadalran
LithuaniaTurkey Europe Estonia
Poland Germany US Britain Moscow
United States RussiaUkraine Iraq
Sweden Afghanistan Finland
Moldova U.S. Washington
Serbia Azerbaijan Ankara
America

V.1.0

NATO UNCLASSIFIED | 10

12/07/2018

NCI Agency



Network graph showing relation between Persons and
Locations
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LoE4: Requirements
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NATO Headquarters
Siege de I'OTAN

Summary

IEA is one of NATO'’s first capabilities planned to exploit big data and
requiring the use of Al

It is a team effort from ACT, NHQ, NCIA and industry

Initial steps are underway to develop IEA IOC, using NATO expertise

The technology to deliver IEA can be applied to more data sources and be
applied to more use cases

|IEA capability will have significant impact across DOTMPLFI
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